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Introduction

Industry trend with APIl adoption



Changes in the business are forcing changes in the technologies

Modern Apps Characteristics

Microservices-based Apps
e 00 o,
Monolithic Apps . app 009 A-
00 ® I 059,

Multi-cloud and Edge Computing

One Cloud Provider @ A 3 aWS‘:
app ~— 238

......

@ APl-based Communication
Network-based .
Communication < ‘GRPC: >
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Digital experiences are comprised of legacy and modern apps,
with multiple app sources spanning on premises to the edge

Shop your store

= Data Center




Top Three Challenges of an Organization’s API Strategy
Percentage of Respondents

Landscape of API Traffic

Security Concerns R

Lack of Skills L L 2%
Lack of API Standards ° [ 12% |
0) .
Over 90% of developers use APIs Missing Koy Roles, Such as I T
Immature Tooling _
91% Of OrganlzathnS Had An AP SeCUI'Ity Obtaining Executive Buy-In 0 1% |
InC|dent |n 2020 No Digital Program
Other
83% of All Internet Traffic Belongs to API-Based N o 2 -
o Source: Gartner (March 2018)
SerVICeS i":*:'1:’[’*:‘:'T';NR:(;;)i’;‘;r‘(‘t”r‘h‘l';T‘ET'E7;‘[):]I Euii;h:r(\k/qalur)]:':i:zk?q:: address regarding its API strategy?

|D: 404900
API
B Web

93.4% of API Developers Are Still Using REST - B oo

GraphQL Is Used By 22.5% of API Developers

GraphQL is still sometimes susceptible to broken e -

object-level authorization, which is the number one
API vulnerability Z 5% 0% 5% 100

o increase in web applications
/O and API attacks
(o) i in bot activit
h@—( 81 /0 increase in bot activity @

https://nordicapis.com/20-impressive-api-economy-statistics/
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Recent News

API related breaches



API BREACHES TIMELINE

PLATFORM API BREACHES ¢ ‘ I | MOBILE API BREACHES

JustDial Leak o419
Facebook Marketplace 0419
GateHub o049

Venmo 0419

19 Tchap Messaging app

Inadequate controls for API
specific security

Vulnerabilities
Lack of proper access
controls

2019 Landmark White Ltd 02119 (O ) o218 Uber . . o

Kubernetesozv @ @ 19 Padora and Viper (Clifford) Car MISCoanguratIOI’]S
Drupal 0219 @ Alarms
Portainer Dock Tool 0213 @
) ) 63red Safe
Nagios Xl 0s1s @ Q 19 Shopify Exchange app

19 OnePlus Mobile

@ VULNERABILITY () MISCONFIGURATION




2019

* Bounceshare

BOUNCE

OWMER DRIVERS. HAPPY RIDERS.
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2021
* Linkedin

Sep, 2022
* Optus

OPTUS

Y

Nov, 2022

» Twitter

Oct, 2022
* Toyota

N5

TOYOTA

Jan, 2023
* BMW, Mercedes and
Ferarri
T 63
Jan, 2023
* T-Mobile



Breaches from lacking of APl Security has been on therise

Coincidentally? Or Naturally?

#9.1 Devastating data breaches rock the industry in 2022

OPTUS

* Personal details of 11 million customers were accessed.
The information included names, dates of birth, phone
numbers, email and home addresses, driver's license
and/or passport numbers, etc.

tpg:raiess

* Experienced a hack of its Hosted Exchange service, which
compromised the email accounts of 15,000 customers.
The attackers targeting financial and cryptocurrency data
of TPG Telecom's iiNet and Westnet clients.

L
™
* Breech affected 250,248 Unifi Mobile customers. It
involved customer names, phone numbers and emails.

Source: twimbit analysis, industry reporting
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delstra

The personal information of more than 130,000 Telstra
customers has been exposed in a privacy breach.

The company attributed the breach to a "misalignment of
databases" rather than hacking

Singtel

Subsidiary of SingTel, IT services consulting company,
Dialog, had its servers hacked in September 2022, and a
small sample of its data, including some employee personal
information, was published on the dark web on October 7th.

kamncg!?

Indonesia

Data leak involving Indihome, a subsidiary of Telkom
Indonesia in which personal data of 26,730 Indihome
customers, including their names, addresses, surfing history
on the internet, such as dates, passwords, domains,
platforms, browsers and URL links was accessed

®



Architectural
Consideration



Generic App & Network Services Architecture

Site Shared
: Services Tier

PApp
= Services Tier
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Public Cloud

e Region

‘o B @

Internet

Global Shared Services Tier

Secure Network

Management & Operational Services Tier

Backbone
Private Datacenter Co-Location SaaS Provider
Site Shared
Services
App Services App Services

Edge

uoibay
uoibay
uoibay

Management & Ops Tier
System Source of Truth
Integration and Testing
Automated Delivery

Operational Observability and Insights

@ £ = ©

Business Workflow Management

Global Service Tier

Scalable App Delivery
Anti-Abuse

Global Connectivity Services
Global App Health

H @ @S

Global App Protection

Site Shared Service Tier
Scalable App Delivery
Site Security

Site Connectivity

Site App Health

G e @ S

App Service Tier
Scalable App Delivery
Instance Security

Instance Connectivity

G He @ &

Instance App Health @



Benefits of Modern App Architecture

Common App Infra Services Platform

Today

Total Cost (Automation)

R

TR T T
(. = .'. ( O L I(' - .
~ App Delivery
o Yo M WL W Y
L PR _ale DA Ll T S A A .

§

O BT L T, O piad
. App-Security
y ;':. f/'..' <»'A;‘:. :/'..' ‘,w.A;‘:. :/'.

il

Total Cost
(Integration)
1%

v
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Operations

Future

RBAC —

NetOps, SecOps, DevOps, Architects

Choices

App Delivery

App Security

+—
c
)
S
)
(@)
©
C
©

=

App Network

Secure Fast




| Secure |
Key Requirements for Stameerd APl Architecture

API
Management

Q API
@f@‘app Authentication

API Securit
@|@, y

* API Discovery » Token Management » Versioning
+ Schema Validation (Opaque & JWT) <_3« Publishing
* Protocol Conformance * Token Revocation <~>| « Schemas/definition
+ API Risk Scoring * OAuth Authorization Server + Monitoring and dashboards
* Onboarding and docs
\ J \ J

AAA
o

5
app
AP| Gateway é)j

API CLIENTS

. . - AP| SERVER
* Protection against vulnerabilities

* Fraud prevention
» Defense against DoS
+ Defense against bad BOTs

* Per-Request API Access Control
(Authentication & Authorization)

* Routing

+ Traffic management

* Rate-limiting / thresholding
* Allow list

* API Access Control
(Authentication & Authorization)

- J \_ _J
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Gartner on 3 Tiers of “Enterprise Architecture of API”

Figure 3: Enterprise Architecture of APl Gateways

Enterprise Architecture of APl Gateways

Distributed

e . D-WAAP @ Cloud Services

Service Size

Edge Gateway

Enterprise Gateway

11 * Realtime
Departmental Gateway Eg:tzic:‘id Departmental Gate AP| GW m NGINX

* Light Weight

1] Micro- Micro- . Per App m NGINX
Gateway Gateway

Source: Gartner

/77062 C

Gartner

imperva

A
CLOUDFLARE

/)y ambassador



| Secure |
Key Requirements for Stameerd APl Architecture

____________ 1
[ | |I
[ | |I
[ | |I
| I
| , [
IDemo 2. Demo 1: II
API Security Solution | API GW & Mgmt Solution
with F5 Distributed Cloud ~, with NGINX l -
— Distributed_ I m NGINX @
APICLIENTS | = Cloud Services I || API SERVER
[
: | |I
| I
[ L J
e o o o oo oan mm mn e o e e e m =
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Demo



Quick Introduction on

NGINX API Connectivity Stack



NGINX API Connectivity Stack

Simplify APl management in multi-cloud and hybrid environments

22
g3
N

=
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API Connectivity Manager
Connect, govern, and secure
APIs in microservices and multi-
cloud environments

Instance Manager

Track and configure NGINX Open
Source, NGINX Plus, and NGINX
App Protect WAF instances

NGINX Plus

Deliver unparalleled performance
with the world’s most trusted API
gateway

NGINX App Protect

Apply positive security with
schema validation, URI request
validation, and more

P
g NGINX Management Suite
Platform Ops @
and Developers NGINX Plus
<> />
Dev Portals
Dooo =
ooo
oao —
API Connectivity @
_;L:.I_ 1 NGINX Plus
= &>

API Gateways

N

9

REST
{ API }

REST API

[

Instance
Manager

l WAF / Denial of Service

NGINX App Protect
I\

- um
L GH  AE

Deploy and Manage
in Any Environment

0 AAAAAAAAAAA Floatabos  @dynatrace  IHewes S newrelic () Prometheus  servicenow.  splunk>
Metrics and Logs

aws

AWS

A

Azure

al

Google Cloud

=

On Prem

~— @



Gain architectural freedom

ﬂ Platform agnostic
==~ Run wherever your APIs are — in the cloud, at the edge, in

Kubernetes, or on hardware

g Unified management
Manage APIs deployed across clouds and data centers
from a single pane of glass

c@n Flexible deployments
) Deploy as many gateways, services, and environments
as you need without restriction

Fair pricing
Pay only for successful API calls with no hidden fees for
additional gateways or regions
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Shared operating model

Impose uniformity across teams with a shared API Gateway cluster

KO\

Platform Ops

Leverage a single point of control for security and

governance oversight using global policies

Infrastructure — Shared

Environment
(Dev)

N

API| Gateways

Environment
(Prod)

N

API Gateways

Workspace — Credit Cards

AN AN
APIs

Q

API Owners

21
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AN AN
APIs

Workspace — Banking

AN AN
Q

APIl Owners

Enables standardization across
teams and lines of business

It is easier to observe APIs and
configurations through a single API
gateway cluster

Less flexible to meet the needs and
compliance requirements of
different teams



Decentralized operating model

Physically separate APl gateway clusters per teams and environments

KO\

Platform Ops

Leverage a single point of control for security and

governance oversight using global policies

Infrastructure — Credit Cards

Infrastructure — Mortgages

Infrastructure — Banking

Environment
(Dev)

N

API Gateways

Environment
(Prod)

Ne

API| Gateways

Environment
(Dev)

N

API Gateways

Environment
(Prod)

N

API Gateways

Environment
(Dev)

N

API Gateways

Environment
(Prod)

N

API Gateways

Workspace — Credit Cards

AN AN
APIs

API Owners

22

©2023 F5

AN AN
APIs

Workspace — Banking

AN AN
Q

APIl Owners

Enables adaptive governance —
requirements are set by team and
line of business

Greater resilience across teams
and the business as a whole

Requires greater automation so
Platform Ops teams can manage
infrastructure



Demo #1

APl GW and Mgmt Solution with NGINX



Sample Application

Sentence Demo App

 This app will generate a

sentence :)

It consists of multiple
WORD microservices
pod

Every WORD pod
delivers a list

of WORDS. Then,

the GENERATOR select
one WORD per POD,
and generates

a SENTENCE in a
JSON format

5



ARHICTECTURAL DIAGRAM

Sample Application — Sentence Demo App

www.whatevername.dns Namespace: ingress

Nginx Ingress OSS

fapi

NS: webapp-nginx

/sentence locations

generator Iocat\ons

Icolors

frontend-nginx

ladjectives animals

colors

adjectives

* Note: Deploy yourself at https://github.com/f5devcentral/sentence-demo-app




ARHICTECTURAL DIAGRAM

Demo Setup

API DEVELOPER

auth

auth

IDENTITY PROVIDER

dev.sentence.com

api.sentence.com

API CLIENT (V2)

auth

integrates

1
1
1
1
API GW SOLUTION : DEVOPS / ADMIN API APPLICATIONS %
1
1
1
1
1

DEV PORTAL

/latest/api
Iv2/api

Iv1/api

manage

/adjectives

1 I ‘
1
1
1
| API MGMT API
1
1
: /animals
1
1
1
1

API|
10.1.20.7:30511

/locations

APl GATEWAY

/colors
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ARHICTECTURAL DIAGRAM

Demo Setup

API DEVELOPER

auth

auth

IDENTITY PROVIDER

dev.sentence.com

api.sentence.com

API CLIENT (V2)

auth

integrates

1
1
1
1
API GW SOLUTION : DEVOPS / ADMIN API APPLICATIONS %
1
1
1
1
1

DEV PORTAL

/latest/api
Iv2/api

Iv1/api

manage

/adjectives

1 I ‘
1
1
1
| API MGMT API
1
1
: /animals
1
1
1
1

API|
10.1.20.7:30511

/locations

APl GATEWAY

/colors
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APl GATEWAY DEMO

#1 — Initial Setup

API DEVELOPER

API CLIENT (V1)

API GW SOLUTION

dev.sentence.com manage

DEV PORTAL API MGMT

api.sentence.com

APl GATEWAY

10.1.20.7:30511

API APPLICATIONS

/adjectives

/animals

/locations

/colors




APl GATEWAY DEMO

#2 — Publish initial API service (v1)

API GW SOLUTION

dev.sentence.com

API DEVELOPER DEV PORTAL API MGMT

api.sentence.com Iv1/api

API CLIENT (V1) APl GATEWAY

DEVOPS / ADMIN API APPLICATIONS

/adjectives

/animals

10.1.20.7:30511

/locations

/colors




APl GATEWAY DEMO

#3 — Integrate with IdP for API Auth and Mock API in DevPortal

integrates

IDENTITY PROVIDER APl GW SOLUTION DEVOPS / ADMIN API APPLICATIONS

n dev.sentence.com /adjectives

auth
API DEVELOPER DEV PORTAL APl MGMT

/animals

Q api.sentence.com Iv1/api 10.1.20.7:30511

auth /locations
API CLIENT (V1) APl GATEWAY

/colors




APl GATEWAY DEMO

#4 — Publish multiple API Services (v2 and latest)

API DEVELOPER

auth

auth

IDENTITY PROVIDER

dev.sentence.com

api.sentence.com

API CLIENT (V2)

auth

integrates

1
1
1
1
API GW SOLUTION : DEVOPS / ADMIN API APPLICATIONS %
1
1
1
1
1

DEV PORTAL

/latest/api
Iv2/api

Iv1/api

manage

/adjectives

1 I ‘
1
1
1
| API MGMT API
1
1
: /animals
1
1
1
1

API|
10.1.20.7:30511

/locations

APl GATEWAY

/colors
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APl GATEWAY DEMO

#5 — Advanced Security (Rate Limiting and WAF)

API DEVELOPER

auth

auth

IDENTITY PROVIDER

dev.sentence.com

api.sentence.com

API CLIENT (V2)

auth

API GW SOLUTION

DEV PORTAL

/latest/api
Iv2/api

Iv1/api

integrates

1
1
1
1
: DEVOPS /| ADMIN APl APPLICATIONS %
1
1
1
1
1

/adjectives .
API
/animals @
Pl

A

manage

API MGMT

10.1.20.7:30511

/locations

SECURE APl GATEWAY

/colors
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Sentence Microservices only represents 1 Module/Service

5



To deliver a fully functioning Modern Application, multiple
microservices Is required...

DATACENTER 1

MONEY-TRANSFER

=
%

LJ
API GW

SENTENCE

REFER-FRIENDS
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And all the microservices may span across Hybrid Cloud,
stitched via API...

DATACENTER 2

e
D

P —
]

API GW BACKEND

DATACENTER 1

MONEY-TRANSFER

SENTENCE

REFER-FRIENDS

PUBLIC CLOUD

aws
;
E |7 m—
LJ

API GW FRONTEND
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While microservices increases application resiliency, it also
complicates API traffic visibility and security...

DATACENTER 2

e
D

P —
]

API GW BACKEND

CLIENTS

DATACENTER 1

MONEY-TRANSFER

SENTENCE

REFER-FRIENDS

PUBLIC CLOUD

aws
;
E |7 m—
LJ

API GW FRONTEND
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Quick Introduction on

F5S Distributed Cloud (F5 XC)



F5 Distributed Cloud = Platform Overview

Scaling to infinite number of Points of Presence (PoPs)

Telco edge

<<< >>>

lT Distributed Cloud

Mesh and App Stack

Customer Edge (CE)

Enterprise edge

..%

Distributed
Cloud Mesh

Customer Edge (CE)
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il

Distributed Cloud Console

Centralised management and analytics

}

Global Network

&

Distributed Cloud
Mesh and App Stack

Regional Edge (RE)

=

Distributed Cloud AppStack - Platform
Services for Distributed Infra and Apps

&

Distributed Cloud
Mesh and App Stack

Regional Edge (RE)

&9

Distributed Cloud Mesh - Distributed
Network and Security Services

Public cloud

/AAzure

Distributed 3 Google Cloud aWS

Cloud Mesh

Customer Edge (CE)

Private data center

Distributed
Hewlett Packard
Cloud Mesh  Enterprise

Customer Edge (CE)



Distributed Cloud — Deployment Flexibility

Enable and consume services from global network or on premises

Regional Edge (RE)

Hosted in Global Network
Shared node (many customers)

&

Regional
Edge

Distributed Cloud
“ Console
1

[[[[[[[[[[[[[[

UUUUUUUUUUU

V.
Distributed Cloud ENTERPRISE EDGE
INTERNET Console PRIVATE DC
Customer  PUBLICCLOUD
Customer Edge (CE) | Sastomer
Hosted in customer premises / public cloud
Dedicated node (single customer)
V.
Distributed Cloud ED
Console
Customer  PUBLICCLOUD
. 1 Edge
Hybrid (RE+CE) A = (B
Regional
Edge
Y
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F5 Distributed Cloud — Use Cases

Centralised Apps

Distributed Apps
(Multi-Cloud)

Distributed Apps
(Edge/Cloud)

40 ©2023F5

A

Application delivery and
optimisation:

DNS, Global DNS and
CDN

DNS delegation, primary or
secondary, and global DNS
for high availability

Content caching and
delivery

Application Security:
Web App and API
Protection

API security, WAF, DDoS
protection, firewall, bot

defence, anomaly
detection

app@m
Application Networking:
Hybrid and Multi-

cloud

Uniform multi- and hybrid-
cloud connectivity for
workloads deployed
across clouds

%

Application Deployment:
Cloud and Edge

Microservices-based apps
wherever you require,
globally, in the cloud, data
center, or the edge




Demo #2

API Security Solution with
F5 Distributed Cloud (F5 XC)



Another Sample Application

Arcadia — Financial Demo Application

American Express Platinum 5476
Balance: $6,304 HDING

Stock Portfolio

Your Portfolio amzn [ENEED
I[’-ala e $7.950

I $181.081 coocL [EXET
546.72% 1

|

| [> Sell Stocks

$7.357

Last 180 days Balance History

gy 7212% |
$7.012

25l +24e%]
$158,762

Portfolio o
Distribution In:lnt:'m:;f;e;:s

mst Transactions
l —
X I F5 Netwol
Amnzcn/
/

Microsoft

Quick Money Transfer
From
Select Acount ... ~
To
Select Friend ... ~
Amount

S Transfer Now

Transfer History

DATACENTER 2

N
A
— (=)

BACKEND

I Raghu £100 18.09.2022
$153,281 $153,381 $153,681 IS154,081 o 0 teenieE
Microsoft (MSFT) Tony £100 16.09.2022
12 Raghu £36 16.09.2022 DATACENTER 1 \4

Send Money To rasoft MSFTI David £200 16.09.2022
_— o Bart £300 01022019
Vincent £210 01.02.2019
Bart 260 010220

SR HONEY-TRANSFER

SENTENCE

<E

-
REFER-FRIENDS

PUBLIC CLOUD / aws

| 4
— (=]

FRONTEND
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APl SECURITY DEMO

#1 — API Discovery for Modern Application

Hybrid deployment mode — Regional Edge (RE) and Customer Edge (CE)

CLIENTS

DATACENTER 2

DATACENTER 1

MONEY-TRANSFER

SENTENCE

REFER-FRIENDS

5



Secure

Key Requirements for APl Architecture

API

. API
é@ API Security @é%

app Authentication Management

* API Discovery » Token Management » Versioning

Schema Validation
Protocol Conformance
API Risk Scoring

Distributed
Cloud Services

(Opaque & JWT)
Token Revocation
oAuth Authorization Server

AAA
1

VA A 7

Publishing

Schemas/definition

Monitoring and dashboards
Onboarding and docs m NGINX

(® BIG-IP
J

\_ J

AAA
o

5
app
AP| Gateway é)j

API CLIENTS

API SERVER

* Protection against vulnerabilities

Fraud prevention
Defense against DoS
Defense against bad BOTs

Per-Request APl Access Control
(Authentication & Authorization)
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Routing

Traffic management
Rate-limiting / thresholding
Allow list

API Access Control
(Authentication & Authorization)

NGINX
Part of F§ )




Have more question? Reach out to us!

Or email us at: ask_marketing@f5.com
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